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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

2. Claims 1-43 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Ritter(4,979,832). 

3. As per claim 1, Ritter discloses a stream cipher cryptosystem(see col. 5, lines 50-52), a 
source for providing an encryption keystream(see col. 5, lines 50-63); an encryption combiner 
receiving a first plaintext binary data sequence and the encryption keystream and performing a 
first set of two non-associative operations on the first plaintext binary data sequence(see col. 6, 
lines 8-25, 39-66) and the encryption keystream to provide a ciphertext binary data sequence(see 
col. 7, lines 7-12); a source for providing a decryption keystream; and a decryption combiner 
receiving the ciphertext binary data sequence and the decryption keystream and performing a 
second set of two non-associative operations on the ciphertext binary data sequence and the 
decryption keystream to provide a second plaintext binary data sequence substantially similar to 
the first plaintext binary data sequence(see col. 6, lines 8-25, 50-62). 

4. As per claim 2, Ritter discloses the stream cipher cryptosystem wherein each operation in 
the second set is the inverse of an operation in the first set(see col. 6, lines 39-50, 63-68). 

5. As per claim 3, Ritter discloses the stream cipher cryptosystem wherein the operations in 
the first set include an integer addition operation and an XOR operation, and the operations in 
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the second set include an integer subtraction operation and an XOR operation(see col. 10, lines 
15-20, 37-48). 

6. As per claim 4, Ritter discloses the stream cipher cryptosystem wherein the operations in 
the first set include an integer subtraction operation and an XOR operation, and the operations in 
the second set include an integer addition operation and an XOR operation(see col 8, lines 39- 
60, col. 10, lines 15-36). 

7. As per claim 5, Ritter discloses the stream cipher cryptosystem wherein the operations in 
the first set include a modular multiplication operation and an XOR operation, and the operations 
in the second set include an inverse modular multiplication operation and an XOR operation(see 
col. 10, lines 15-20, 37-48). 

8. As per claim 6, Ritter discloses the stream cipher cryptosystem wherein the operations in 
the first set includes an inverse modular multiplication operation and an XOR operation, and the 
operations in the second set include a modular multiplication operation and an XOR 
operation(see col 8, lines 39-60, col. 10, lines 15-36). 

9. As per claim 7, Ritter discloses the stream cipher cryptosystem, wherein the operations in 
the first set include a rotate right operation and an XOR operation, and the operations in the 
second set include a, rotate left operation and an XOR operation(see col. 6, lines 39-50, 63-68, 
col. 7, lines 1-5). 

10. As per claim 8, Ritter discloses the stream cipher cryptosystem wherein the operations in 
the first set include a rotate left operation and an XOR operation, and the operations in the 
second set include a rotate right operation and an XOR operation(see col. 8, lines 39-60, col. 10, 
lines 15-36). 
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11. As per claim 9, Ritter discloses a stream cipher cryptosystem(see col. 5, lines 50-52), 
a source for receiving a key and providing a keystream; and a cryptographic combiner 
receiving a first binary data sequence and the keystream and performing two sequential 
non-associative operations on the first binary data sequence and the keystream to provide 

a second binary data sequence(see col. 6, lines 8-25, 39-66, col. 8, lines 39-60). 

12. As per claim 10, Ritter discloses wherein the cryptographic combiner is an encryption 
combiner and the first binary data sequence is a plaintext binary data sequence and the second 
binary data sequence is a ciphertext binary data sequence(see col 6, lines 39-50, 63-68). 

13. As per claim 1 1, Ritter discloses the stream cipher cryptosystem wherein the cryptographic 
combiner is a decryption combiner and the first binary data sequence is a ciphertext binary data 
sequence and the second binary data sequence is a plaintext binary data sequence(see col. 6, lines 
8-25, col. 8, lines 39-60). 

14. As per claim 12, Ritter discloses stream cipher cryptosystem wherein the two sequential 
non-associative operations are an integer addition operation and an XOR operation(see col. 6, 
lines 8-25). 

15. As per claim 13, Ritter discloses the stream cipher cryptosystem wherein the two 
sequential non-associative operations are an integer subtraction operation and an XOR 
operation(see col. 8, lines 14-27). 

16. As per claim 14, Ritter discloses the stream cipher cryptosystem wherein the two 
sequential non-associative operations are a modular multiplication operation and an XOR 
operation(see col. 6, lines 39-50, 63-68). 
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17. As per claim 15, Ritter discloses the stream cipher cryptosystem wherein the two 
sequential non-associative operations are an inverse modular multiplication operation and an 
XOR operation(see col. 6, lines 8-25, col 8, lines 39-60). 

18. As per claim 16, Ritter discloses the stream cipher cryptosystem of wherein the two 
sequential non-associative operations are a rotate; right operation and an XOR operation(see col. 
6, lines 8-25, 50-62). 

19. As per claim 17, Ritter discloses the stream cipher cryptosystem of wherein the two 
sequential non-associative operations are a rotate left operation and an XOR operation(see col. 6, 
lines 39-50, 63-68). 

20. As per claim 18, Ritter discloses a method of encrypting a plaintext binary data sequence, 
the method generating an encryption keystream as a function of a key(see col. 6, lines 8-25); and 
combining the plaintext binary data sequence and the encryption keystream with two 
non-associative operations to provide a ciphertext binary data sequence(see col. 7, lines 7-40). 

21 . As per claim 19, Ritter discloses wherein the two non-associative operations include an 
integer addition operation(see col. 8, lines 30-65). 

22. As per claim 20, Ritter discloses the wherein the two non-associative operations include an 
XOR operation(see col. 8, lines 19-27). 

23. As per claim 21, Ritter discloses wherein the two non-associative operations include an 
integer subtraction operation(see col. 6, lines 25-50). 

24. As per claim 22, Ritter discloses wherein the two non-associative operations include an 
XOR operation(see col. 6, lines 39-50, 63-68). 

25. As per claim 23, Ritter discloses wherein the two non-associative operations include a 
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modular multiplication operation(see col. 8, lines 39-60, col. 10, lines 15-36). 

26. As per claim 24, Ritter discloses wherein the two non-associative operations include an 
XOR operation(see col. 6, lines 39-50, 63-68). 

27. As per claim 25, Ritter discloses wherein the two non- associative operations include an 
inverse modular multiplication operation(see col. 6, lines 39-50, 63-68). 

28. As per claim 26, Ritter discloses wherein the two non-associative operations include an 
XOR operation(see col. 8, lines 30-65). 

29. As per claim 27, Ritter discloses wherein the two non-associative operations include a rotate 
right operation(see col. 6, lines 8-25, 50-62). 

30. As per claims 28, 30, limitations already addressed(see claim 24). 

31. As per claim 3 1 , limitations have already been addressed(see claim 1). 

32. As per claim 32, wherein the two non-associative operations include an integer addition 
operation(see col. 8, lines 30-65). 

33. As per claim 33, already rejected(see claim 24). 

34. As per claim 34, already rejected(see claim 21). 

35. As per claims 35, 37, 39, limitations already rejected(see claim 24). 

36. As per claim 36, limitations already rejected(see claim 23). 

37. As per claim 38, limitations already rejected(see claim 25). 

38. As per claims 39, 43, limitations already rejected(see claim 24). 

39. As per claim 40, limitations already rejected(see claim 27). 

40. As per claims 41, 43, limitations already rejected(see claim 24). 

41. As per claim 42, limitations already rejected(see claim 7). 
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Response to Amendment 

42. The Applicant states that Ritter does not teach or suggest combining a first binary data 
sequence and the keystream and performing two sequential non-associative operations on the 
first binary data sequence and the keystream to provide a second binary data sequence. The 
Examiner disagrees with the Applicant. Ritter discloses a ciphering system that includes 
enciphering and deciphering (see col. 5, lines 50-54). The combiner of Ritter discloses a 
substitution combiner and inverse of substitution (see col. 6, lines 8-25). Ritter discloses that 
exchanges two substitution elements; these elements are selected by the plaintext value and the 
pseudo-random value. The plaintext input is enciphered and then deciphered as the extractor 
output(see col. 7, lines 29-55). The Applicant states that Ritter teaches away from exclusive or 
system The Examiner disagrees with the Applicant. Ritter teaches an improvement upon 
exclusive or(see col. 3, lines 23-62). 

43. The Applicant states that the two sequential non-associative operations according to claims 
1,9, 18, and 3 1 can be implemented with XOR. However, in claims 1,9,18, and 3 1 XOR is not 
claimed. The claims call for two non- associative operations. Ritter discloses a substitution 
combiner and inverse of substitution (see col. 6, lines 8-25). If the Applicant wishes to define 
and claim in the independent claims more specifically which two non-associative operations are 
being used, the Applicant is urged to do so. Otherwise, the claims are interpreted broadly in light 
of the specification. 
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Conclusion 


Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jenise E. Jackson whose telephone number is (571) 272-3791. 
The examiner can normally be reached on M-Th (6:00 a.m. - 3:30 p.m.) alternate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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I AYAZ SHEIKH 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CB4TER 2100 


